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HIPAA OVERVIEW

RISK ANALYSIS
A foundational step in an organization’s HIPAA compliance and data security plan
is a Risk Analysis. SecurityMetrics HIPAA auditor assists you in identifying all
your systems and data flows (i.e. anywhere PHI is created, transmitted, or stored).
SecurityMetrics assigns a risk level to each item to create a Risk Analysis Report
that gives a snapshot of your organization’s risks.

RISK MANAGEMENT PLAN
Your Risk Analysis Report is then used to create a Prioritized Risk Management
Plan for your organization. Your Prioritized Risk Management Plan is designed
to secure your organization as quickly as possible, while at the same time fulfill
HIPAA Security Rule compliance requirements. The Risk Management Plan has
each item that you need to complete, which HIPAA requirement it fulfills, and
instructions on how to implement the control.

HIPAA COMPLIANCE ASSESSMENT
SecurityMetrics HIPAA auditor performs an analysis of your current compliance
level. This is a full assessment of the Privacy, Security, and Breach Notification
Rules. The auditor discovers your HIPAA compliance status and current
compliance gaps. The auditor outlines the steps required to achieve full HIPAA
compliance and assists in remediation efforts.

PENETRATION TEST
You may have technology in place to prevent data theft, but is it enough to
stop criminals? The most accurate way to know is to examine your business
environment the same way as hackers, through live testing. SecurityMetrics
Penetration Test Analysts manually check your network to find weaknesses
that may lead your business to compromise. Leveraging years of experience
from onsite assessments, data compromise forensic analysis, and data security
consulting, SecurityMetrics Penetration Test Analysts help you achieve security
and compliance.

HOV.DS.ENG.04.16

VULNERABILITY SCAN
If left unprotected, thousands of potential entry points on a business network are
available for criminals to exploit. As new ways to access these entry points are
invented daily, scanning your external business network for vulnerabilities is crucial.
SecurityMetrics helps its customers achieve external network security by keeping
up with the most current list of vulnerabilities, finely tuning its scan engines to
expose weakness, and providing extensive support and remediation assistance.

HIPAA POLICIES AND PROCEDURES
HIPAA policies aren’t just paperwork—they are the blueprint to your organization’s
compliance plan. All employees must be formally trained on HIPAA compliance
regularly. SecurityMetrics’ policy templates save you time, energy, and money, so
you can focus on your organization.

HIPAA TRAINING
Your business is only as secure as its weakest link. SecurityMetrics comprehensive
HIPA and Security Awareness trainings help your employees avoid situations that
may lead to data breach. These trainings fulfill HIPAA requirements and are easy
to use for your employees. Our training console allows you to track employees
training status, due dates, and courses completed.

ABOUT SECURITYMETRICS
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data security and compliance that
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